Windows
Slow DNS Lookups with Windows 10/11 VPN

If you are experiencing slow DNS lookups with a Windows 10/11 VPN client, you should consider
moving the VPN's TCP/IP interface metric lower to supercede local lookups.

To modify:

Start

Type Control Panel and select it in the menu.

Make sure you are viewing "small icons" with the setting at top right of the window.
Double-click Network and Sharing Center

Select Change Adapter Settings at the left of the window.

Right click the VPN connection you wish to modify and select Properties

Select the Networking tab.

Double click Internet Protocol Version 4 (TCP/IPv4)

Select Advanced

Uncheck Automatic Metric and change the metric to a lower number, we typically use 10.
Move this value lower if you continue to have issues. Note that you will need to disconnect and
reconnect after making this change.
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This connection uses the following items:
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Intemet Protocol Version 4 (TCP/IPvd)
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Description

Transmission Cortrol Protocol /Intemet Protocol. Thy
wide area network protocol that provides communic
across diverse interconnected networks.
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Windows

General

You can get |P settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate P settings.

(®) Obtain an IP address automatically
() Use the following IP address:

[ 1]

(®) Obtain DNS server address automatically
(0 Use the following DNS server addresses:

[ ]
]

oK Caneel|

| Advanced TCP/IP Settings

IP Settings  DNS ~ WINS

This checkbox only applies when you are connected to a local

network and a dial-up network simultaneously. When checked, data
that cannot be sent on the local network is forwarded to the dialup
network.

[[] Use default gateway on remate network
[[] Disable class based route addition

[ Automatic metric

Interface metric:

Cancel
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